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Digital Life – Wat is je digital voetafdruk?
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Web tracking

confidential

Cookies tracking
A cookie is a tiny snippet of code that gets stored on your browser once you access a website. While 
some cookies are essential to customize your digital profile - like billing address and payment 
method on ecommerce platforms, for example - others can be way more intrusive with the purpose of 
spying on your online activities even after leaving the website.

IP address tracking
Your IP address is a unique set of numbers that determines your physical location. Many websites 
and organizations used these web trackers to monitor which devices are connected to their networks 
as well as where their visitors come from. It's worth noting that this type of tracking works only if your 
IP is visible.

Location tracking
This pinpoints your location and then ties it to your web browser or other applications. Most services 
use the information from your IP address and connected network to match it with known locations.



Web tracking
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Browser fingerprint:
Every browser connected to a certain device brings with it some unique data, including
device model, screen resolution, operating system, language, browsing history, and so
on. That defines its own browser fingerprint, which can then be used to track down your
online activities every time you open the browser.

Tracker profiling:
This means that your data - like IP address, personal information and browsing habits -
is used by tech giants and governments to build your unique digital profile. This valuable
and sensitive information can be then used in many - sometimes unethical - ways.



Verhinderen van web tracking - aanbevelingen
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Privacy browser blocks ads and
online trackers by default.
Blocking ads and trackers also
speeds up your browsing
experience by reducing load
time.

Gebruik een privacy browser Gebruik private search engine

A private search engine
perform search request
anonymously and protects your
data.

Your IP address is one of the
most common data points
collected. Securing your
browsing through a VPN
service is best step to escape
this kind of web tracking

Verbind via een VPN



Verhinderen van web tracking - aanbevelingen
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Wachtwoorden – top 10 in België

https://nordpass.com/most-common-passwords-list/



Wachtwoorden - sterk wachtwoord

https://www.security.org/how-secure-is-my-password/

https://www.security.org/how-secure-is-my-password/




Wachtzin - Passphrase



I know I am I have

Bevestig je identiteit online



Bevestig je identiteit online

I am I haveI know

Multi-factor authentication - MFA
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20www.cbs.nl
https://www.sidn.nl/thema/cybersecurity
https://ccb.belgium.be/nl/bekendmaking-van-kwetsbaarheden-aan-het-ccb

Spear Phishing
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Spear Phishing
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Spear Phishing



In 2021 zijn er ruim 22% nieuwe phishing website ontdekt.

In 2022, is gemiddeld 15% van de .nl-website 
jonger dan 30 dagen.

in 2022 werden 6 miljoen phishing e-mails 
gerapporteerd aan het 

Centrum voor Cyberveiligheid België
verdacht@safeonweb.be

In 2022 werden 1,5 miljoen verdachte URL's 
ontdekt in België.
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https://www.sidn.nl/thema/cybersecurity
https://ccb.belgium.be/nl/bekendmaking-van-kwetsbaarheden-aan-het-ccb

Spear Phishing
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Veiligheid van een website controleren

https://securityheaders.com



Tips

• Geef nooit vertrouwelijke informatie (zoals codes, rekening- en kaartgegevens) door aan de telefoon.

• Verwijder ook e-mails bij de minste twijfel.

• Antwood nooit terug op mails, tekstberichten of whatsapp berichten van onbekende nummers.

• Voor websites waarbij u moet inloggen (aankopen doen of sociale media), is het belangrijk dat het 
internetadres start met httpS

• Jou baas of manager zal nooit via een email of whatsapp bericht vragen om een aankoop of betaling 
doen.

• Let op voor Google advertenties.

• Let op voor gratis draadloos internet.



Tips
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Syba 
app

Syba 
buddy

Syba personal 
cyber insurance
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Syba’s services

• Active cyber security controls
• Test security of your wifi connection, 

at home and on travel
• Check your emals on data breaches
• Scan social media sites for your 

username
• Scan connected devices

• No call limits
• Call 24/7 your cyber helpdesk
• You and your family members can 

call for any cyber question.
• Cyber experts will help you to 

restore your data when you are 
viction from a cyber attack.

• In Q3 2023
• Costs covering cyber ransomware, 

online fraud, counseling, cyber 
bullying, …

Syba 
training

• Based on proven 
behavioral 
science

• Password 
management …



Stay cyber safe and 
Thank you!

francis@syba.io
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